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Bilgi Giivenligi Politikasi

Amag¢ ve Kapsam

Bu Bilgi Giivenligi Politikasi, FORGESAN biinyesinde iiretilen, kullanilan, islenen veya
muhafaza edilen tiim bilgilerin gizlilik, biitiinliik ve erisilebilirlik ilkelerine uygun sekilde
korunmasini saglamak iizere olusturulmustur. Politika; ¢alisanlari, tedarik¢ileri, is ortaklarini
ve FORGESAN adina bilgiye erigen tiim taraflar1 kapsar.

Bilgi Giivenligi Yonetimi Yaklasimimiz

FORGESAN, bilgi varliklarinin korunmasini stratejik bir dncelik olarak goriir ve ISO/IEC
27001 Bilgi Giivenligi Yonetim Sistemi prensiplerine uygun sekilde yonetim proseslerini
yapilandirir.

Kurulusumuz, bilgi gilivenligi siire¢lerini is hedefleriyle entegre eder, siirekli iyilestirmeyi
esas alir ve bilgi giivenligini kurumsal kiiltiiriin ayrilmaz bir parcas1 olarak kabul eder.
Temel Taahhiitlerimiz

FORGESAN, bilgi giivenligini saglamak amaciyla agagidaki taahhiitleri tistlenir:

Yasal Uyum ve Standartlar

Bilgi giivenligi alaninda gegerli tiim ulusal mevzuata, sdzlesmesel gerekliliklere ve
uluslararasi standartlara uyum saglamak FORGESAN’1n temel sorumlulugudur.

Gizlilik, Biitiinliik ve Erisilebilirlik

Bilgi varliklarinin yetkisiz erisime kars1 korunmasi, degistirilmeden saklanmasi ve ihtiyag
duyuldugunda erisilebilir olmasi i¢in teknik ve idari kontrol mekanizmalar1 uygulanir.

Risk Yonetimi

Bilgi varliklarina yonelik tehditler diizenli olarak analiz edilir; riskler tanimlanur,
smiflandirilir ve uygun kontrol tedbirleri planlanarak uygulanir. Kritik riskler i¢in aksiyon
planlart olusturulur ve takip edilir.

Fiziksel ve Dijital Koruma

Bilgi varliklarinin bulundugu fiziksel alanlar kontrol altinda tutulur, dijital sistemlerde

giivenlik duvarlari, erisim kontrol mekanizmalari, kayit izleme ve zararli yazilim 6nleme
sistemleri bulundurulur.
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Is Siirekliligi ve Olay Yonetimi

Bilgi teknolojilerine iligkin kesinti riskleri degerlendirilir; is siirekliligini destekleyen
altyapilar ve yedekleme mekanizmalari isletilir.

Olasi bilgi giivenligi ihlallerinde hizli miidahale, kontrol, raporlama ve 6grenme siireglerini
iceren etkin bir olay yonetim modeli uygulanir.

Insan Kaynag ve Farkindahk

Calisanlar, bilgi gilivenligi kiiltiiriiniin en 6nemli parcasidir. Bu nedenle tiim personele rol ve
sorumluluklaria uygun giivenlik farkindalik egitimleri diizenli olarak verilir.

FORGESAN calisanlarinin, bilgi glivenligini zedeleyebilecek davraniglardan kaginmasi ve
politikaya uygun hareket etmesi kurumsal bir zorunluluktur.

Tedarikgiler ve is Ortaklari ile Uyum

FORGESAN, bilgi giivenligi gerekliliklerinin yalnizca kurum i¢inde degil, tedarikgiler ve dis
hizmet saglayicilarla yiiriitiilen tiim siire¢lerde saglanmasini bekler.

Bilgi giivenligini etkileyebilecek herhangi bir dis kaynakli risk tespitinde karsi taraflarla ortak
aksiyon planlart gelistirilir; uyumsuzluklarin devaminda is iligkisi sonlandirilabilir.

Siirekli Tyilestirme

Bilgi Giivenligi Yonetim Sistemi, performans gostergeleri, denetimler, testler, geri bildirimler
ve olay analizleri ile diizenli olarak degerlendirilir.
Sistemin etkinligini artirmak i¢in iyilestirme firsatlar1 tespit edilir ve uygulanir.

Sorumluluklar

Bu politikanin uygulanmasindan tiim calisanlar, yoneticiler ve ilgili paydaslar sorumludur.
Bilgi Giivenligi Yonetim Sistemi’nin koordinasyonu ve takibi, FORGESAN’1n atanmuis ilgili
birimi tarafindan yiriitiiliir.

Politika Ihlal Bildirimi

Bilgi giivenligini tehlikeye atabilecek her tiirlii olay, ihlal siiphesi veya giivenlik zafiyeti
gecikmeden bildirilmelidir.

Calisanlar ve is ortaklari, glivenlik konularia iliskin

bildirimlerini etik@forgesan.com adresine iletebilirler.

FORGESAN Makina adina
Nuh Atila

FORGESAN Makine Metal
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Information Security Policy

Purpose and Scope

This Information Security Policy is established to ensure that all information created,
processed, stored, or transmitted within FORGESAN is protected in accordance with the
principles of confidentiality, integrity, and availability. The policy applies to all employees,
suppliers, business partners, and any third parties accessing information on behalf of
FORGESAN.

Information Security Management Approach

FORGESAN considers the protection of information assets a strategic priority and structures
its management processes in alignment with ISO/IEC 27001 Information Security
Management System principles.

Information security processes are integrated with business objectives, continuously
improved, and embedded into the organizational culture.

Core Commitments

FORGESAN undertakes the following commitments to ensure the protection of information
assets:

Legal Compliance and Standards

The company complies with all applicable national regulations, contractual obligations, and
international standards related to information security.

Confidentiality, Integrity, and Availability

Technical and administrative controls are implemented to prevent unauthorized access, ensure
the accuracy of information, and maintain availability when required.

Risk Management

Threats to information assets are regularly analyzed; risks are identified, assessed, and
managed with appropriate control measures. Action plans are developed and monitored for
high-priority risks.

Physical and Digital Protection

Physical environments hosting information assets are controlled, and digital systems are
secured through access controls, firewalls, monitoring mechanisms, and anti-malware
protections.

Business Continuity and Incident Management
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Risks that may disrupt information technology services are assessed, and infrastructures
supporting business continuity and backup processes are maintained.

In the event of an information security incident, effective detection, response, reporting, and
recovery procedures are applied.

Human Resources and Awareness

Employees are essential to maintaining information security. FORGESAN provides regular
awareness and competency-based training to ensure compliance with security requirements.
All personnel are expected to avoid actions that may jeopardize information security and to
adhere to this policy.

Suppliers and Business Partners

FORGESAN expects all suppliers and external service providers to comply with information
security requirements.

When external risks are identified, joint action plans are developed; persistent non-
compliance may result in termination of cooperation.

Continuous Improvement

The Information Security Management System is periodically reviewed through audits,
performance indicators, tests, feedback, and incident analyses.

Improvement opportunities are identified and implemented to enhance system effectiveness.
Responsibilities

All employees, managers, suppliers, and relevant stakeholders are responsible for complying
with this policy. Coordination and monitoring of the Information Security Management
System are carried out by the designated FORGESAN unit.

Reporting Policy Violations

Any suspected information security breach, vulnerability, or incident must be reported

without delay.
Employees and partners may submit concerns or notifications to etik@forgesan.com.

On behalf of FORGESAN Machinery
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